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Agenda

= Virtualization overview
= Virtualization security hazards
= Virtual Service Gateway




Data Center Market Transition

DC1.0

Mainframe

Centralized
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DC2.0 DC3.0

Client-Server and Service Oriented and Web 2.0
Distributed Computing Based

Virtualization

Compute

Networy

Decentralized Virtualized

Architecture Evolution
Consolidate, Vitualize, Automate
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Virtualization 101

» Virtualization

decouples physical
VM | VM o

resources from the OS
& applications

Virtualization Layer

o Machines are
encapsulated as files
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Non-Virtualized World Virtual Infrastructure

Virtualization 101
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Enables the Virtual Datacenter
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Heals Itself Automatically
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Vl\/lotlon Its time to have some fun..
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Dynamic migration of VMs across disparate
hardware with no downtime or disruption to
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applications or users




Hazards!
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Visualize Security Challenges

- Vlan segmentation not always

desirable - networking complexities
and limitations

« Mobile VMs across physical ports -
policy must follow

- Difficult to view or apply policy to
locally switched traffic

- Cannot correlate traffic on physical
links - from multiple VMs




No Free Lunches...

Easy machine creation

Consolidation of dozens of
physical servers

Easy provisioning of networks

Mobility enables high
availability, dynamic resource
optimization

Hypervisor enables
consolidation

“VM sprawl”

“Guest escape” of control from
VM into hypervisor

Misconfiguration errors

Mobility can break static security

New privileged layer to be
secured

Rapid change accelerates
configuration drift

Malicious VM takes control of the
entire virtualization server

Breaking separation between
different security zones

Maintain isolation and network
controls

Access to sensitive data in VM




Cisco Nexus 1000V

VEM = Virtual Ethernet Module
VSM =Virtual Supervisor Module

Server | Server 2 Server 3
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Redirect VM traffic via VLANSs to g Apply hypervisor-based
external (physical) appliances network services

App Database
I Server Server

VSN

Virtual Service Nodes

Traditional Service Nodes
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Virtual Security Gateway
Logical deployment like physical appliances
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Nexus 1000V
Distributed Virtual Switch

T

Secure Segmentation Efficient Deployment Dynamic/Mobility Aware
(VLAN agnostic) (secure multiple hosts) (policies follow vMotion)

Transparent Insertion
(topology agnostic)

Operationally Simple

High Availability (easy to upgrade HW)




Other Issues

- Hypervisor Security
- Host/Platform Security

- Securing Communication










